some pretty definite evils, without any real expectation of total victory or unconditional surrender, resources have to be allocated and deployed in a way that maximizes the value of a compromise.I
INTRODUCTION
Imagine that the citizens of a nation-state fear an amorphous threat to their security. Maybe the threat emerges from a tide of corruption, fraud, or drug trafficking. Perhaps the citizens fear a growing threat of terrorist activity. In response to citizens' concerns, the government recognizes the threat and uses its legal powers to respond. If existing laws are not sufficient, the government promulgates new laws that increase its capacity to deal with the threat. When these threats spill across borders, states cooperate on investigations, craft international treaties, or assert extraterritorial legal authority to seize an offender. Over time, governments therefore reduce both domestic and transnational threats.
I take issue with this account. The power to impose coercive punishment through law and the capacity to reduce threats are different things. Power reflects a nation-state's authority to legitimately coerce individuals or organizations in an attempt to achieve some objective desired by policymakers. The hallmarks of power are expansively-worded criminal statutes that can be applied domestically or extraterritorially and extensive regulatory powers that can be imposed with minimal judicial intervention to detain people, effect forfeitures of bank accounts, freeze assets or impose civil penalties. Capacity, meanwhile, describes the nation-state's ability to detect the most serious offenders and to effectively focus its extraordinary legal powers specifically on them.
2 Capacity is not assured with the passage of any law. It depends on the interplay between the laws, the behavior of the targets of law enforcement, and the technical sophistication, political incentives, and organizational practices of law enforcement officials and their political superiors. Together these practices let the nation-state anticipate how offenders behave, and in particular, how they react to the law. The separation between capacity and power can cloud analysis of the law's role in reducing transnational threats, creating agency problems that sepa-
THOMAS SCHELLING, CHOICE AND CONSEQUENCE 169 (1984).
2. Obviously a lot here depends on how we define "serious," "important," or "egregious" offenders. For the purposes of this article, I assume that one can ordinally sort offenders into groups, where the most serious ones are those that fall into either of two categories: those most resembling the paradigmatic offenders used by supporters of a particular law enforcement program to justify that program, or those who have a combination of motivation and ability to carry out (or substantially facilitate) activities that laypeople might find particularly troubling. These might include, among others, detonating a dirty bomb, leading and expanding an organized criminal network involving narcotics trafficking or alien smuggling, or engaging in massive public corruption schemes involving the theft of large sums from the public fisc. Constructing such an ordinal ranking of offense severity is relatively straightforward using the public statements of policymakers or reactions from the public. Creating a cardinal ranking is more difficult. See, e.g., Peter Rossi et al., The Seriousness of Crimes: Normative Structure and Individual Differences, 39 AM. Soc. REv. 224, 227 (1974). ruption to terrorism. 6 I use the term "criminal finance" to refer to financial activity linked in some way to deriving profits from crime, or to funding crime. The global attack on such activity is grounded in the view that many perpetrators of transnational crime are motivated by financial gain-and still others need funds to achieve their illegal objectives. 7 So perhaps it is not surprising that much of the serious discussion about reducing transnational crime or even national security threats invariably turns to the importance of disentangling money from crime. 8 Parallel to the rhetoric, many nation-states have instituted legal changes allegedly critical to the success of transnational law enforcement. Legislatures have established separate penalties to punish financial activity that furthers certain predicate crimes. 9 Law enforcement officials prosecute people who fund or profit from serious predicate crimes. Working with regulators, they freeze as- , underscore the alleged centrality of the global attack on criminal finance to controlling transnational crime. Article 6 of the Convention provides that states parties shall establish "as criminal offences... concealment or disguise of the true nature, source, location, disposition, movement or... property, knowing that such property is the proceeds of crime," and Article 7 requires signatories to "institute a comprehensive domestic regulatory and supervisory regime for banks and non-bank financial institutions and... other bodies particularly susceptible to money laundering." Other ventures include-among others-airline hijackings, weapons trafficking, human trafficking, drug trafficking, proliferation of weapons of mass destruction, and cybercrime. None of these ventures reflects the explicit ambition and scope of the global attack on criminal finance-to use criminal penalties and regulation and to have an effect across areas of transnational crime.
See, e.g., H. RICHARD FRIMAN & PETER ANDREAS, International Relations and the Illicit
Global Economy, in THE ILLICIT GLOBAL ECONOMY AND STATE POWER 1, 1-2 (H. Richard Friman & Peter Andreas eds., 1999). Writing a half-decade ago, they described the extent of illicit financial flows in the following terms and collected a number of relevant sources:
It is estimated that the trafficking in illegal drugs generates as much as $500 billion in annual retail sales, a dramatic jump from just a decade ago. The smuggling of illegal immigrants into advanced industrial countries has developed into a multibillion-dollar business with smugglers charging up to $50,000 per head. Dumping and illicit trafficking comprise a growing portion of the cross-border trade in toxic waste, a trade conservatively estimated at 30-45 million tons and $15 billion annually. The clandestine global trade in endangered species is estimated at $10 billion annually. Illicit arms sales are fueled by the potential for a "nuclear 'yard sale' in the former Soviet Union" and the black market component of the annual $40-$50 billion conventional arms trade. There is even a growing illicit transnational trade in human body parts, thanks to modem technologies that make it possible to store and ship high-demand organs such as kidneys, livers, and bone cartilage. Finally, the 'financial reflection' of these and other illicit transactions contribute to wide-scale money laundering, tax evasion, and capital flight. Id. at 2. [Vol. 22:15 sets. They regulate financial institutions that may come into contact with currency or bank balances gleaned from slave labor or from selling a kilogram of heroin at street price. Government officials support and invoke international treaties on the subject. Led by the United States and its allies among developed economies in Europe, these efforts generate tens of millions of currency transaction reports;' 0 tens of thousands of suspicious activity reports;'" thousands of prosecutions, forfeitures, and orders freezing assets; hundreds of regulatory actions; and dozens of international agreements. Advocates of this global attack on criminal finance envision a steady movement over time toward a world where states' legal power to attack criminal finance will meet the technological, organizational and practical demands of mounting the global attack. 12 While there may be principled reasons to mount a global attack on criminal finance, the reality involves a bewildering array of disconnections between asserted objectives and real-world results. Despite persistent efforts of government officials to equate these laws with the capacity to disrupt criminal finance, 1 3 the alignment of power and capacity is likely to be evanescent. Interest groups may oppose regulatory policies that build capacity. Some of the offenses that are easiest to detect, like currency reporting violations, are not the most dangerous or problematic ones. International agreements-even when they are backed up by the threat of extraterritorial sanctions-can succeed in forcing some states to make superficial legal changes but not deeper reforms that 12. Throughout this article, I use the term "state" in the sense used in international law, to describe nation-states assumed to possess a measure of sovereignty and recognized as such under international law. I use the terms "transnational law enforcement" to refer to efforts to disrupt crossborder criminal activity using investigations, criminal prosecutions, and regulatory policy.
13. Government officials also insist that previously-existing and new legal authorities to attack criminal finance are building the United States' capacity to detect and disrupt the most troubling kinds of criminal financial activity. See 28, 2002) , available at http:/lwww.ustreas.govlpresslreleases/poIO57.htm ("Of particular importance to our counter-terrorist efforts is the USA PATRIOT Act that clarifies the law enforcement and intelligence communities' authority to share financial information regarding terrorist investigations. These provisions are already being utilized and are bearing fruit in disrupting financial networks"); could directly affect criminal financial activity but may offend domestic financial interests. In developed countries, executive branch officials with ample power but scarce capacity to pursue the attack on criminal finance may still end up using this "disequilibrated" power to send citizens a signal that in fact they have built the capacity to reduce dreaded threats. Since power is visible and capacity rarely is, law enforcement officials might even trade away capacity in exchange for more power. 1 4 Finally, both developed and less developed states may find it difficult to regulate some financial transactions because substitute systems of exchange can be used to achieve them. People who want to avoid heavily-regulated banks can transport currency across borders, or they can seek out a Hawaladar who can informally arrange the transfer, for a price.' 5 All of these forces can help create-and maintain-a gap between a state's legal powers to address citizens' most pressing security concerns and a state's capacity to deploy its draconian legal powers to actually reduce these threats at the margin. While the gap can make some legal actions futile, or even wreak perverse consequences, scholars of transnational law have seldom, if ever, addressed the issue. 16 The remainder of this article elaborates on the preceding arguments in three parts. Part I explains the global attack on criminal finance. There I discuss the doctrinal structure and justification for this new trend in transnational criminal law. I also explain the justifications for making the attack global rather than merely domestic, and I discuss the proliferation of different criminal and regulatory laws generated by the interest in disrupting criminal finance. Part II then discusses a central problem in the global attack on criminal finance and in transnational law enforcement more generally: the separation between state legal L. & CRIMINOLOGY 311, 447-48 (2003) [hereinafter Tenuous Relationship] ("Lawmakers might be less concerned about the details of regulatory implementation designed to target criminal finance, because few among the public are likely to understand the value of it.").
15. See infra Part ll.b.iv. 16. What research there is on state power and capacity tends to question whether there has been a decline in state "power" given the rise of non-state actors such as organized criminal networks or multinational corporations. As best I can tell, this literature does not draw any significant distinctions between state legal powers and state capacity to use those powers to achieve desired goals. See [Vol. 22:15 power to severely punish offenses and state capacity to detect and target the most important offenders-and the pressing threats-that citizens fear. I develop the argument by surveying various dynamics that create agency problems and tend to separate the extent of legal power used in the global attack on criminal finance from state capacity. Part III considers possible consequences of that separation, which include dilution of political pressures on nation-states to adopt policies that are costly to policymakers but have a greater probability for building capacity, and the creation of pressures that may radicalize actors in a position to exacerbate transnational threats. Nation-states ignoring these risks incur yet another risk: namely, that the gap between power and capacity will render some transnational law enforcement efforts self-defeating.
I. THE GLOBAL AT-rACK ON CRIMINAL FINANCE AS A CASE STUDY

IN TRANSNATIONAL LAW ENFORCEMENT
To understand the gap between power and capacity it is helpful to start with some background about the subject of this case study. During the last decades of the twentieth century the United States and some of its allies started assailing the fact that certain people were becoming fabulously wealthy from engaging in cross-border illegal activity, and that money from around the world could be used to fund illegal activity such as terrorism. In the United States, much of this focus on criminal finance arose from legislative and executive responses to political circumstances. 17 Attacking criminal finance made for compelling symbolic politics amidst growing public concern about drug trafficking, and the attack conveniently provided a means to demonstrate that policymakers were addressing amorphous but increasingly salient global threats. Nonetheless, as I explain below, there is also a principled case to be made for this global attack.
A. Legal Structure of the Attack on Criminal Finance
Doctrinally, one might envision the attack on criminal finance either of two ways. One approach is to think of a prohibition on "criminal finance" as an expansion in the scope of preexisting, proscribed offenses. Thus, financing terrorism becomes an instance of terrorism, and drug money laundering is just an example of conspiracy to commit a drug offense.' 8 The other approach is to think of criminal finance as a separate offense altogether, where the gravamen of the offense is not its direct relationship to the predicate crime, but rather the act of using knowledge and technical capacity to manipulate the financial system in nefarious ways. Under this conception, criminal finance is more like fraud-involving someone who appears respectable but uses the financial system 17. Elsewhere, I develop a more detailed analysis of the political circumstances affecting the development of anti-money laundering laws, which constitute a major part of the global attack on criminal finance. See Cudllar, Tenuous Relationship, supra note 14, at 444-50.
18. Indeed, some judicial decisions predating the modern anti-money laundering statutes explicitly recognize how someone who helps solve a drug trafficker's financial challenges should be viewed as a conspirator. See, e.g., United States v. Barnes, 604 F.2d 121, 154-55 (2d Cir. 1979).
for illegal ends. 1 9 Obviously these two conceptions might play out differently in context, but the important lesson for now is that both are certainly compatible with the basic criminal justice framework in play throughout the world.
For example, under either of these conceptions, the state decides to criminalize activity having a presumed connection to inherently harmful conduct that is difficult to observe. Thus a person transacting with a criminal guilty of drug trafficking or corruption and hiding the money's origin is not just punished for the marginal additional harm that the transaction itself creates, but for the unobserved activities presumably connected to the money laundering crime. The implication is that for every suitcase of crumpled bills turned into a credit in a Bahamian bank account, there occurred various drug smuggling and distribution activities, attempts to entice fifteen year-olds into a drug habit, as well as the reinvestment of criminal proceeds in corruption and crime. 20 Far from being a unique feature of the attack on criminal finance, this sort of "administrative presumption" crime is increasingly common in criminal codes. Drug possession crimes might be understood this way-the punishment being a way of responding not just to the perceived harm of someone holding onto the drugs, but for presumed past and future crimes. Perhaps because many "criminal finance" offenses have this characteristic, the expansion of the global attack has been relatively easy to graft onto existing criminal codes.
The amended criminal codes then allow a turn toward investigating and prosecuting a sort of "indirect liability." Historically, transnational law enforcement concerned itself with willful offenses like piracy, hijackings, and drug trafficking. People were the subject of extradition warrants and international condemnation because they were willing offenders. In contrast, the intent requirement in laws and regulations targeting criminal finance is supposed to be quite low. Instead of only punishing transnational criminals involved in willful activities (i.e., giving money to a front-group for terrorists posing as a charity, where the donor harbors the purpose of funding terrorism), the global attack implies a concern even with those who are merely reckless or negligent.
2 ' All of this involves the ascription of responsibility to people who are not directly 19 . For an example of this sort of framing, see U.S. DEP'T OF THE TREASURY, THE NATIONAL MONEY LAUNDERING STRATEGY FOR 2000 7 (2000) ("Money laundering taints our financial institutions, and, if left unchecked, can undermine public trust in their integrity.").
20. As an analogy, one could try to justify the severe mandatory minimums associated with the simple possession of five grams or more of a substance containing cocaine base as a substitute for proving that someone is involved in drug distribution. See 21 U.S.C. § 844 (2001) (establishing a five-year mandatory minimum sentence for possession of five or more grams of cocaine base). Of course, this leaves the question of evaluating the purported harm (for example, cocaine distribution), deciding on the sufficiency of the connection between the allegedly harmful activity and the proscribed activity (cocaine base possession), and determining which institution(s) should control the answers to the preceding questions.
21. This unusual trend in transnational criminal law is in full display in a coterie of model laws designed to combat money laundering. For example, the Commonwealth Model Law for the Prohibition of Money Laundering defines the offense in relevant part as follows:
"money laundering" means -(a)(i) engaging, directly or indirectly, in a transaction that involves property that is proceeds of crime: or [Vol. 22:15 committing the underlying predicate offense. Individuals must increasingly shoulder the burden of assuring that, say, a charity to whom they would like to contribute is not itself contributing to another organization that is engaged in terrorist activity. Indirect liability is then supplemented with regulation and civil penalties. The more dangerous a particular criminal offense is considered, the easier it is for legislators and executive branch officials to make a case for regulatory requirements to supplement the bare criminal statutes defining an offense. Regulation is powerful stuff: it allows the state to use numerous civil penalties against people who engage in prohibited conduct but who are not worth subjecting to criminal punishments. This brings us to the role of the financial system. Supporters of the global attack imply that the financial system should be used as a lever to combat crime. Conversely, they believe the financial system should not itself be used to facilitate-even incidentally-the activities of criminals. Just as environmental or occupational safety regulation is meant to reduce the risk of some harms, so is regulation of the financial system used to reduce a compound risk: that financial institutions will be used to make it easier to finance and profit from crime, and that such financial activity will actually result in a marginal increase in offend-
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ing rates.
Through regulatory requirements, officials can impose liability on banks and financial institutions even when it is neither possible nor desirable to resort to imposing criminal liability. The regulatory requirements may also generate information, which can be useful in at least three different interrelated ways. The most obvious payoff to using financial information against crime is in the prosecution or the final stages of an investigation of a suspect. A prosecutor anywhere from Baltimore to Basle to the Bahamas can use financial records to establish a defendant's motive. Wire transfer records also help establish the relationship between associates. Finally, financial records can impeach a witness or bolster her credibility. In short, financial records are evidence, and thus in a capable prosecutor's hands, they help achieve punishment in a legal system that requires proof.
(ii) receiving, possessing, concealing, disguising, transferring, converting, disposing of, removing from or bringing into the (territory) any property that is proceeds of crime; and (b)(i) knowing, or having reasonable grounds for suspecting that the property is derived or realised, directly or indirectly, from some form of unlawful activity. Commonwealth Model Law for the Prohibition of Money Laundering (2003), available at http:// www.imolin.org/Comsecml.pdf. This means that a person who "indirectly" engages in a transaction involving property that is the proceeds of crime, and has "reasonable grounds for suspecting" that the property is derived from unlawful activity would be guilty. This negligence standard comports with that found in another model law, the Model Money-Laundering, Proceeds of Crime and Terrorist Financing Bill Part II, 17 (2003) , available at http:llwww.imolin.org/ poctf03.htm. That document provides that: "A person commits the offence of money-laundering if the person ... acquires, possesses or uses property, knowing or having reason to believe that it is derived directly or indirectly from acts or omissions."
22. As with environmental or occupational regulation, the use of regulation in this context raises questions about transnational enforcement. Regulated parties may substitute activities that take place in less-regulated jurisdictions. See infra Part H.b.iv.
Yet the turn to the financial system also represents a grander ambition still: to chum through information and sort transactions into more and less suspicious ones, thereby helping people in charge of enforcing the law decide how to allocate their scarce investigative resources. Virtually all law enforcement activity involves some sifting through information to decide on potential threats to target. Even a cop walking down the street uses his physical senses to carry out some version of this.
2 3 One may rightly question whether harvesting such information would dramatically expand states' ability to punish transnational crime. The only point to emphasize here is that the motivation behind attacking criminal finance is to exploit the possibility that financial information can have substantial law enforcement payoffs. The record of such activity may be mixed, particularly given the likely resistance from financial groups, but the ambition is still central to understanding the attack on criminal finance.
The regulations are supposed to work with the criminal laws to disrupt criminal finance. In other work, I elaborate on the justifications for targeting not only money laundering, but criminal finance more generally. 24 Two things are worth emphasizing here. First, it is certainly possible to make a plausible, utilitarian argument for targeting criminal finance. The argument does not imply that targeting criminal finance is the only or even the best way of reducing illicit activity. Instead, the point is that if we make a few plausible assumptions, it makes sense to disrupt criminal finance as part of a larger strategy to target illicit activity. Second, the plausible justification for attacking criminal finance can also justify an international or global attack.
With respect to the first point, money matters because people tend to respond to costs and benefits, and these are often easily measured in money. For example, drug traffickers, human traffickers, and terrorists must all solve organizational problems. Many of those problems can be solved with money. But the irony is that money creates as well as solves organizational problems. If it is in cash, then it must be deposited and moved. Even if it is not in cash, money must still be managed, raised, and directed towards particular activities. It must be guarded from people who would rather convert it to personal use. Its origins (or in some cases even its existence) must be kept secret from govemments. In principle, the lower the cost of solving the organizational problems 23 [Vol. 22:15 associated with money, the easier it is to commit numerous offenses that require, generate, or benefit from money. This makes offenders have a sort of love-hate relationship with the legitimate financial system, which encompasses private and commercial banks, investment banks and broker dealers, commodities traders, and businesses selling legitimate goods, and services. While cash combines the blessing of anonymity along with the complication of bulk, the legitimate financial system does exactly the opposite. On the one hand, the financial system can collect information and therefore establish a proverbial paper trail to trace transactions. On the other hand, the financial system has largely evolved from economic and political pressures that have forced it to be very good at solving organizational problems involving money-including how to store it, move it, guard it, and reinvest it at an adequate rate of return. To illustrate the potential payoffs of the global attack, suppose we are trying to understand the impact of financial anonymity on the extent of illegal activity. A large number of offenders should crave the cloak of anonymity: the greater the financial anonymity they have, the more they might be willing to participate in financing and supporting illegal activity. 27 The figure below illustrates the relationship between crime and financial anonymity posited by proponents of the global attack. One axis is financial anonymity. The other tracks the product of the quantity and severity of illegal activity demanded by some group or individual. The lines LI and L2 represent two alternative government-imposed limits on anonymity (that is, achieved through criminal penalties and investigative strategies, regulations, or international agreements limiting bank secrecy). In the diagram, moving from L2 to LI may be expensive for the government, but lowers the illegal activity demanded from I* to Iq. The precise impact of the reduction depends on the slope of the line connecting the extent of financial anonymity to the illegal activity demanded. Thus, curve S represents one function, while curve S' illustrates how reductions in financial anonymity may have a milder impact on illegal activity where offenders are less concerned about being caught.
28
Of course, people whose interest in crime is partly driven by profit may not always react in ways that could be easily described as "rational."
'29 However, one may care about anonymity without conforming to a more elaborate defini-26. See generally Cudllar, Tenuous Relationship, supra note 14, at 382. 27. Anonymity may entice potential offenders to think they will be able to spend their illicit gains without facing added risk of being punished. Some people who finance or profit from offenses are likely to value things that are endangered by the absence of anonymity, including (among other things) some combination of the following: freedom to lead a life that appears to be tied to legitimate economic pursuits, freedom from detection by law enforcement, flexibility to solve organizational and financial problems without incurring added risks of detection, or lack of attention from other people involved in illicit activities.
28. Curve S is concave to capture the possibility that certain offenders would only find it enticing to finance crime if there is virtually no possibility of being detected. Different assumptions would yield a different curve.
29. A particularly thoughtful account of some of the non-financial incentives enticing potential criminals is JACK KATZ, SEDUCTIONS OF CRIME: MORAL AND SENSUAL ATTRACTIONS IN DOING EVIL (1988) . But note that this account, which emphasizes the non-financial attractions of crime, focuses on illicit activities with relatively low financial returns. tion of instrumental rationality: even terrorists who believe they have a date with destiny want to avoid being foiled before they execute their plan, and many other serious offenders, when given a choice, would rather avoid detection than attract attention. 30 This means that lines like S and S' should be expected to slope upward. The precise usefulness of targeting criminal finance then depends on the aggregate slope of line S, as well as a few other reasonable assumptions, like postulating that the government can move the limit on anonymity from L2 to LI at a reasonable cost. Notice that some of the justification for the global attack would still apply even if there were imperfections in the detection system used to identify targeted accounts. Nowhere does the law ever claim (or perhaps even aspire to) perfection, even when a convicted felon's life is at stake. Sometimes it is hard to 30. See Cudllar, Tenuous Relationship, supra note 14, at 386 (". . even individuals whose desire to engage in terrorist activity could hardly be termed 'rational' might still make reasoned judgments meant to maximize the success of their activity and lower the risk of detection.").
31. Note that even if individual supply-of-offense functions were completely inelastic with respect to variations in financial anonymity above some critical threshold level, the whole population might still exhibit an elastic curve indicating the supply of offenses relative to financial anonymity. As long as changes in the degree of financial anonymity actually changed the return from offenses, then the return from criminal activity would change for marginal offenders, thus inducing them to engage in (or refrain from) illegal activity.
(Vol. 22:15 know if someone is genuinely guilty of an offense, and other times the underlying substantive offenses themselves are hardly more than prophylactic measures against people who may not ultimately be engaging in the most dreaded harm. When it comes to the global attack on criminal finance, we might imagine that if people knew some economic activities created the appearance of impropriety, then people could assiduously avoid these activities (such as, transactions with particular people, organizations, or countries). This would be fine if we believed that, among other things, there is sufficiently low social value in the suspect activity that we would not mind deterring it, and that firms taking steps to avoid impropriety will recognize they are being rewarded. Things start to get more problematic if the capacity to detect troubling financial transactions is extremely low, a point to which I return below.
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B. The Role of Treaties and Extraterritorial Power
Because crimes occur across the rivers and barbed wire fences that separate nation-states, one can also imagine some plausible reasons for policymakers in one country to be concerned about criminal finance around the globe. The United States and its allies have built a system of international agreements, multilateral conventions, and United Nations resolutions that call on countries (and in some cases establish mild requirements) to join the global attack on criminal finance. The threat or use of extraterritorial legal authority has also become a regular part of the global attack. Nonetheless, despite the noise made about these strategies, their impact is limited by problems involving the detection of offenses and the monitoring of countries implementing legal changes.
Justifications for Making the Attack Global
People easily can make cross-border financial transactions given a combination of financial technology .and international agreements that have resulted from decades of efforts to facilitate cross-border financial transactions. 33 Transnational wire transfers are simple to execute. 34 Just as currency traders in the United States can purchase local currency in Brazil with little effort, so too can weapons brokers execute transactions to buy surplus Iranian machine guns and pay for them with money from a Swiss bank account. If authorities in one state 32. See infra Part III (explaining the political dynamic that might have a perverse effect on Islamic charities and others who are subject to power but may not be saved by a capacity focus).
33. Between the mid-1980s and mid-1990s, daily foreign exchange transactions increased by a factor of 6.5 to $ decided to invest in a comprehensive regulatory and criminal enforcement program to disrupt criminal finance, offenders might try to evade its consequences by shifting their financial resources to a jurisdiction that either did not collaborate in the global attack on criminal finance or tried to collaborate but did not do so well. Indeed, some jurisdictions might be even more desirable to offenders because of strong laws protecting bank secrecy. 35 Part of this might be remedied in the United States by implementing controls on cross-border movements of financial resources. This already happens to some extent. 36 But given the competing interest of maintaining relative freedom of movement of capital across borders, money moves easily into and out of the United States, and most reporting requirements only focus on a tiny fraction of this flow.
3 7 Unless one believed (implausibly) that the legal regulation of financial flows into and out of the United States intercepted the bulk of transactions connected to criminal finance, it would seem necessary to think about extending the attack on criminal finance to other jurisdictions.
In many cases, the cross-border aspect of criminal activities also generates added enforcement costs. Law enforcement bureaucracies sometimes have a difficult time sharing information and coordinating their efforts. 38 Investigators and law enforcement officials from different countries may not trust each other.
3 9 They may not even have a clue that both are trying to nail the same narcotics smuggler. Countries tend to restrict foreign agents' rights to operate. state.gov/journals/ites/0501/ijee/justice.htm. Joseph, a Justice Department official, notes:
[D]ue to the existence of offshore banks with representative offices in other foreign countries, U.S. law enforcement officials often encounter difficulty trying to determine the actual location of the funds and in which jurisdiction to focus forfeiture efforts .... One response to this is that states try to make such information sharing and joint investigations easier. But they have not reduced the cost enough to eliminate its impact on scarce enforcement resources. Even where U.S. law enforcement requests the assistance of the correct foreign jurisdiction, our ability to forfeit these funds depends upon the strength of forfeiture laws in that jurisdiction, which, if available, are frequently incompatible with U.S. law, and upon the cooperation of the foreign government. [Vol. 22:15 which allows criminals to leverage their manipulation of businesses or law enforcement in one country to engage in illicit activity in another.
4 1 This means that whenever offenders succeed in introducing a layer of international transactions, they effectively move the degree of "financial anonymity" along the horizontal dimension depicted in the figure above. It is hard to see how this added enforcement cost generated by cross-border transactions could ever be completely extinguished. Nonetheless, extending the global attack to other countries could have a marginal impact: two countries that both have anti-money laundering investigators and gather information about suspicious transactions may find it easier to detect and prosecute an offender than two countries where only one makes any effort to target criminal finance. This is more than speculation. For example, some offenders use bank secrecy havens, such as those in Panama and the Cayman Islands, to scatter money to multiple accounts. Correspondent bank accounts involve a loosely regulated financial institution-such as an offshore shell bank-providing customers with banking services in a more highly regulated jurisdiction (like the United States). 42 The shell bank establishes an account at a full-service United States bank, which makes it easy for the shell bank's customer (or owner) to take advantage of the financial structure of the more highly-regulated bank.
4 3 Over the years, established banks have struck up correspondent relationships with large numbers of offshore banks, as chronicled by the staff report of one Senate Subcommittee:
The industry norm today is for U.S. banks to have dozens, hundreds, or even thousands of correspondent relationships, including a number of relationships with high-risk foreign banks. Virtually every U.S. bank examined by the Minority Staff investigation had accounts with offshore banks, and some had relationships with shell banks with no physical presence in any jurisdiction. High-risk foreign banks have been able to open correspondent accounts at U.S. banks and conduct their operations through their U.S. accounts, because, in many cases, U.S. banks fail to adequately screen and monitor foreign banks as clients. 44 41. Suppose a person is trying to move money away from the United States to hide its link to illicit activity. He may want to use sham companies, which may be easier to create and control in foreign jurisdictions. Then he can use the companies as a front to open foreign bank accounts that can send or receive wire transfers. See, e.g., United States v. Hurley, 957 F.2d 1 (1st Cir. 1992) (lawyers involved in drug smuggling and money laundering set up "several Panamanian and Bahamian companies.
to facilitate laundering, but "[n]one of the public records reveal" their ownership).
42. The term "offshore bank" is often used to describe banks whose licenses do not allow them to engage in transactions with the citizens of their own licensing jurisdictions, or limit them from transacting business using the local currency. Regardless of the extent of globalization in financial markets, the argument for mounting a global attack on criminal finance still depends to some extent on other things being equal. Policymakers have to trade off costs, benefits, and risks. The point of the global attack would be lost if it were too expensive, too threatening to other social values, or too cumbersome to administer. It would make little sense to shut down or heavily tax valuable cross-border financial flows to make the global attack succeed. Moreover, not every enforcement problem is exclusively (or even primarily) about criminal finance.
Yet nearly every transnational enforcement problem involves the movement of money, often across borders. Terrorists need funds to buy weapons and make bombs. Smugglers need money to pay off customs and immigration inspectors. Weapons traffickers need to raise interim financing. The financial system produces information useful in ex ante and ex post enforcement. And financial anonymity makes it possible for people to support offenses at arm'slength, insulating themselves (or trying to) from the consequences of what they do. Finally, many alternative enforcement strategies-such as hiring more undercover agents, paying off more informants, or detaining immigrants who seem to know something about terrorism-have their own drawbacks. All of this means it would be wrong to dismiss the justification for the global attack as either tunnel vision or unprincipled symbolic politics.
4 5 The question is how to implement the attack across borders.
International Agreements
At least in theory, the United States and its allies have put great stock in the global attack on criminal finance. 46 The result is a system of international agreements, multilateral conventions, and UN resolutions that call on countries (and in some cases establish mild requirements) to join the global attack on criminal finance. Broadly speaking, international law efforts against criminal finance fall into two categories: the use of formal treaties and the use of international organizations and informal agreements.
The most notable formal treaty dealing with money laundering is the Vienna Convention on Narcotics.
4 7 Opened for signature at the height of the The prevailing principle among U.S. banks has been that any bank holding a valid license issued by a foreign jurisdiction qualifies for a correspondent account, because U.S. banks should be able to rely on the foreign banking license as proof of the foreign bank's good standing. U.S. banks have too often failed to conduct careful due diligence reviews of their foreign bank clients, including obtaining information on the foreign bank's management, finances, reputation, regulatory environment, and antimoney laundering efforts. The frequency of U.S. correspondent relationships with high risk banks... belie banking industry assertions that existing policies and practices are sufficient to prevent money laundering in the correspondent banking field. 45. A lot of criminal justice and even national security policy is grounded in conjecture. The global attack on criminal finance is no different. Nonetheless, it is a separate question whether there is at least a plausible theory for why a particular approach to regulating illicit conduct might be fruitful.
46 American fixation with drug smuggling and crackdown in the 1980s, the Vienna Convention's main purpose was to prod countries to directly target narcotics trafficking through prosecution, extradition, and new criminal statutes. As such, the Convention was a vehicle to extend the scope of enforcement activity thought to be essential to combat drug trafficking. For example, states signing onto the Convention even committed to passing laws against the possession of equipment useful in drug cultivation. 48 In this vein, some of the Convention's provisions also commit signatories to criminalize the laundering of drug proceeds. The Convention also calls on countries to pass laws allowing authorities to forfeit property connected to drug trafficking.
Multilateral responses to terrorism evince the same approach of expanding the scope of offenses to include their nexus to financial activity. Shortly after September 11, 2001, the United Nations Security Council passed a resolution requesting that members cooperate in the fight against terrorist financing, 4 9 and urged them to ratify the Convention for the Suppression of Terrorist Financing. The Convention, in turn, requires countries to criminalize the financing of terrorism and to establish mechanisms allowing authorities to freeze the assets of charities, businesses, and individuals believed to be financing terrorism. 50 The focus on broad categories of offenses continues in the current efforts to negotiate regional and broader multilateral treaties on corruption, 5 1 and with efforts to establish international legal prohibitions on the sale of "conflict" diamonds gleaned from war zones.
5 2 If there is some legacy to these treaties, it does not appear to be in a direct, measurable impact on regulatory policy. Instead the treaties appear to advance a particular normative view of what conduct should be considered an integral component of the underlying offense, and what it takes to combat it. 53 In contrast, the work of the Financial Action Task Force (FATF) does not depend on formal, binding multilateral agreements. Working under the auspices of the Organization for Economic Cooperation and Development, the FATF promulgates standards and engages in more detailed reviews of the laws and 53. This sort of logic helps build the continuing case that vicarious offenders involved in financial activity that furthers transnational crime should be subject to liability for it. For example, if exploiting national resources during a military conflict is a war crime, then willfully profiting from such exploitation also may be.
policies that countries use to target criminal finance. 54 The FATF works on the basis of informal agreements and mutual evaluations of members. In the last few years, the FATF has developed a sort of blacklist of countries that are not considered to be cooperating in the attack on criminal finance. As a result, many smaller jurisdictions like the Bahamas and even the Cayman Islands are passing anti-money laundering laws and regulations. FATF members and nonmembers are trying to adopt its recommendations to combat terrorist financing. All of this is being achieved with minimal use of that traditional staple of public international law, the multilateral treaty. Instead, political pressure, perhaps coupled with the symbolic value of supporting the attack, 55 has led countries to adopt the FATF's recommendations. 
Extraterritorial Power
Countries seem to extol the expressive function of multilateral approaches, but in practice they rarely use multilateral treaties to advance specific investigations. Even agreements and resolutions with legal force (like the recent United Nations resolutions) leave countries with ample room for discretion. 57 Instead there is growing extraterritorial use or threat of use of domestic legal authority to achieve international enforcement objectives. 58 Policymakers in states with a substantial interest in targeting criminal finance have enough incentives to pursue this interest without agreements. 59 Those governments that are reluctant converts to the global attack have room to adopt legal agreements and pass laws while engaging in a strategy of diluted enforcement. 60 In the short run, international agreements are likely to have a greater impact if they are backed up by the threat that powerful nation-states will use extraterritorial regulatory authority to . By "extraterritoriality" I mean simply that some legal action undertaken by the government has a direct and substantial effect outside the territory of the United States. This definition encompasses legal actions that have an effect outside U.S. territory through the regulation of some domestic activity. Thus, for example, imposing special measures against a nation-state under Title II of the USA PATRIOT Act may not be an "extraterritorial" action in technical legal terms, because the U.S. government is just prohibiting certain actions on its own territory. Nonetheless, the impact of the special measures have an effect beyond U.S. territory, where financial institutions in the targeted nation-state will be restricted in the scope of their access to the U.S. financial sector.
59. See Cudllar, Tenuous Relationship, supra note 14, at 390, 440-44; see also infra Appendix. Moreover, domestic financial institutions facing administrative and regulatory costs from the domestic global attack may sometimes support the extension of such cost to competitors located beyond the territory of the state mounting the attack.
60. See Cu~llar, Tenuous Relationship, supra note 14, at 440 (noting that the costs of adopting laws advancing the attack on criminal finance are lower when countries can dilute implementation in accordance with domestic political pressures).
[Vol. 22:15 punish countries that do not comply. 6 ' The multilateral approach then helps justify coercion related to the pursuit of the global attack where powerful states already have an objective in mind, such as freezing the assets of a specific alleged perpetrator.
2
The United States has aggressively pursued extraterritorial enforcement. While lawyers and judges accept that some international law crimes should be subject to universal jurisdiction, 63 American efforts to target transnational crime and promote national security have resulted in a parallel development: the expansion of extraterritorial jurisdiction. Perhaps some lawyers, judges, and policymakers have been persuaded by the idea that the world is increasingly interdependent, a view that strengthens both the move towards increased universal jurisdiction and greater extraterritorial jurisdiction. 64 Or it may be that countries with more traditional claims of jurisdiction linked to territory fail to please the rest of the world in how they handle their enforcement responsibilities. Whatever the precise cause, the effect is to make it easier for prosecutors and executive branch authorities to convince domestic courts that they should take jurisdiction over an offender whose conduct or person is somewhere else in the world. Although courts occasionally articulate balancing tests to establish whether laws should be given extraterritorial effect, 65 for the most part they go along with the executive branch's efforts to give extraterritorial effect to United States laws.
6 6 The United States therefore has come to routinely apply extraterritorial jurisdiction. 67 Other countries may cautiously follow.
Some of this is understandable. From the start, some states were big supporters of the global attack but were also committed to a financial architecture built on the relatively free movement of capital. They were trying to have their cake and eat it, too. This pushed the global attack towards reliance on domestic law instead of macro-level controls on financial flows connected to illegal activity. 68 In recent years, some governments have moved away from this position and acknowledged that the global attack will sometimes disrupt legitimate financial flows. Yet much of the global attack is still carried out through domestic laws rather than elaborate international legal mechanisms used for trade or multilateral sovereign lending. Moreover, to the extent that states do rely on public international law, by itself it is not likely to deliver what the major sponsors of the global attack claim to want, which is to directly impact the amount of criminal financial activity. Even when international measures help establish a global norm (maybe even enough for some to argue that a new customary international law rule has developed), there are limits to what we can expect from international agreements. 69 For example, international agreements and FATF recommendations may create a dynamic where legal changes occur on the surface, but enough discretion remains to avoid strict enforcement.
70
Extraterritorial application of domestic law, however, has the potential for more direct effects. The United States and other governments can thus rely on cross-border criminal prosecutions, the threat of special measures that could be conventions alter policy can only be answered by examining behavior, not simply by looking at the terms of the agreement.") 70. See Cudllar, Tenuous Relationship, supra note 14, at 438; cf. KRASNER, supra note 61, at 32 ("Where enforcement and monitoring provisions have been weak, as has generally been the case for human rights regimes, rulers might sign because, even though they are indifferent or antipathetic... they might believe that signing would make their regime appear more palatable to external or internal actors.").
[
7 ' Credible threats to use measures under the PATRIOT Act and other extraterritorial regulatory measures can have a more direct impact on how laws are actually enforced.
No one should think of extraterritorial enforcement as a magic elixir. Even the use of coercive domestic legal authority can fail to affect patterns of enforcement in other countries. Most notably, U.S. authorities have to know about a deficiency-otherwise it would make no sense to impose drastic measures essentially at random. But if U.S. authorities decide that banks in the Cayman Islands or Austria engage in secret transactions that pose a threat to national security, they can take action using domestic law. 72 The question is not whether the U.S. government has the legal power to do this, but instead whether it has the capacity to detect offenses and respond dynamically to what it detects. This leads to the problematic question of the gap between state capacity and state power.
C. A Proliferation of Laws Targeting Criminal Finance
Upon reflection, the principled case for the global attack seems like a subtle one. Its merits depend on critical assumptions, on the precise nature of the laws at issue, and on the way those laws are applied. Moral intuitions provoke outrage for some, but even those intuitions become less stringent when it comes to imposing severe vicarious punishments on jewelry merchants who turn out to be helping alien smugglers wash their profits without direct knowledge that they were assisting a criminal network. Meanwhile, the utilitarian paradigm helps make the case for such an attack, though it is a case that depends on various assumptions and qualifications (for example, that some feasible version of the attack can impose a sufficiently high marginal cost on traffickers and terrorists). Despite all this, the reaction from the United States and a growing number of countries has been anything but subtle when it comes to expanding legal power. These nation-states have promulgated a hefty package of criminal laws, regulations and civil penalties that epitomize the ascendancy of indirect liability in the world of criminal finance.
For example, in the United States, prosecutors and investigators use criminal statutes for both domestic and extraterritorial enforcement connected to the global attack on criminal finance. The statutes criminalize uses of money derived from a long and growing list of specified unlawful activities. 73 of statutes also criminalize the financing of offenses. 74 These laws are not only used for domestic prosecutions, but also for prosecutions targeting extraterritorial conduct. 75 The point of extraterritorial enforcement is to reach people who affect a nation's interests even if they did not engage in actions that are within the territory of the nation-state. Couple this with the expanding scope of what is considered to fall within the "interest" of a nation-state, and the result is that limits on criminal prosecutions against criminal finance arise from practical constraints on the use of legal power rather than prudential limits arising because politicians are uncertain about their capacity to target the most deserving offenders. Some of those practical constraints in carrying out investigations may be diminishing because of the growing presence of U.S. law enforcement agents around the world.
77
There is no doubt that the threat of criminal investigation and prosecution can deter and incapacitate some offenders around the world.
78 But while U.S.
prosecutors and investigators obtain convictions against hundreds of people involved in criminal finance every year, the larger question is whether the people investigated and prosecuted are the ones involved in the most dangerous kinds of criminal finance. This does not seem to be the case. Instead, the existing pattem of enforcement seems to be affected by the interaction of two important forces. First is the impact of low thresholds established by the elements of criminal offenses, which allow people to be convicted of money laundering or similar offenses even if they have not engaged in particularly complex or distinctive financial activity. 79 Second is the effect of the limited scope of detection strategies that investigators working on criminal cases have at their disposal to detect criminal financial activity, which include informants and intelligence reports, as well as undercover activity, and currency-intensive enforcement at ports of entry. 80 This raises the question of whether civil penalties and regulatory authority can help fill the gap in detection strategies. [Vol.
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Policymakers act as though the answer is yes. Through regulatory rules and civil penalties, they impose duties on business firms and the public. Rules can require the collection of information, the restriction of some kinds of financial transactions, or the reporting of suspicious activities. United States antilaundering regulation, the model for such activity abroad, shows the breadth of this approach. Since about 1970, anti-money laundering regulations in the United States and later, in a number of other countries, have been developed with two purposes: (a) giving financial institutions a reason to cooperate; and (b) gathering information that can be used to detect and prosecute offenses. In the domestic context the regulatory approach generates (at least in theory) a lot of relevant information, especially on currency, and some legal pressure for banks and other financial institutions to report suspicious activity.
8 ' Along with the regulatory approach, prosecutors have made increasing use of civil (as well as criminal) forfeiture provisions to seize assets allegedly connected to criminal activity. This civil and regulatory agenda intersects with the substantial emergency economic powers held by some executive authorities to impose sanctions, issue regulatory rules, and block assets. In the United States, the result is that an ambitious set of goals embodied in the anti-laundering system has been amplified by regulatory powers originally designed to bolster presidential authority in the midst of a military conflict.
The American experience also shows how emergency powers can be used in the hopes of advancing the global attack. Since early in American history, presidents have been invested with substantial economic powers to use during national security emergencies.
82 President Jefferson asked for and received from the legislature the power to declare embargoes, and President Lincoln, to blockade ports. Executive branch officials in other countries are also endowed with considerable emergency powers.
8 3 The passage of time showcases two trends concerning these powers in the United States. 84 First is the growth of a bureaucratic and administrative system that helps translate legal decisions into regulatory mechanisms targeting assets. The Treasury Department's Office of Foreign Asset Control is the lynchpin of that system. As the U.S. financial system has become a more attractive conduit for cross-border financial transactions, the regulatory system has further developed the capacity to reach ever more financial activity. The second trend is a move away from defining national security exclusively in geo-strategic military terms. Instead American policymakers emphasize that national security is threatened by terrorism, transnational 81 84. As I discuss in the next subsection, the trajectory of the law in the United States has also been reflected in the aspirations contained in international agreements and treaties.
criminal activity like drug trafficking, and even corruption. 85 Put these two trends together and the direction of regulatory policy in this area becomes clear: a system, transnational in scope, with the power to regulate assets for broadlydefined national security goals.
86
That power continues to grow. In the United States, regulators can impose "special measures" on countries that do not cooperate in the global attack, restricting their access to financial institutions based in the United States. 87 This complements existing law by providing a mechanism for blocking the property of persons and organizations thought to pose national security threats to the United States. One recent executive order uses the President's authority under the International Emergency Economic Powers Act (IEEPA), 88 and other laws to establish a process to block the assets of persons and organizations connected to terrorism. 89 The executive order says little if anything about the process through which people or organizations should be evaluated for "connections" to terrorism. Even people or organizations that are merely "otherwise associated" with people or organizations believed to be controlled by those who are suspected of supporting terrorism can have their assets blocked. 90 The regulatory 85. See, e.g., White House, United States International Crime Control Strategy (May 1998), available at http://www.usdoj.gov/criminal/press/iccs.htm. The document explicitly identifies an amorphous category of "financial crimes" (presumably including money laundering as well as fraud and the financing of crime) as a national security threat, stating that "[flinancial crimes pose a national security threat because they threaten the integrity of the financial system while fueling numerous other types of criminal activity."
86. Similar trends exist in a few other countries with large economies. Indeed, in its influential "40-Recommendations," the OECD-supported Financial Action Task Force calls on all nations to ensure they have the legal power to "freeze, seize, and confiscate... proceeds from money laundering or predicate offenses, instrumentalities used in or intended for use in the commission of these offenses, or property of corresponding value. The USA PATRIOT Act also expanded the scope of authority to engage in asset freezes and forfeitures. See, e.g., USA PATRIOT Act, § 323 (allowing the government to use a restraining order to freeze assets in the United States).
90. See Executive Order 13,224, supra note 89, at Section (d)(ii) (subjecting persons to blocking when they are "otherwise associated with those persons listed in the Annex to this order or those [Vol. 22:15 side of the attack therefore serves two different objectives. One is the support of a generalized effort to raise costs for unknown offenders, for example, by requiring financial institutions to have anti-laundering programs and to report some suspicious financial activity as a supplement to other detection strategies. The other is to mete out some punishment against people whom the state has determined deserve it.
In the United States, laws targeting criminal finance are used aggressively to impose economic sanctions on individuals and organizations, or to target certain classes of common offenders like midlevel drug distributors and perpetrators of financial fraud.
9 ' In some ways this attention pays homage to the power of the imagery of the criminal financier-to the perceived moral reprehensibility of one who seems both entirely guilty and also respectable. The criminal financier may seem like the representative of nearly all that is wrong with the world: he is at once a terrorist, perhaps a drug trafficker, one who can lure developing countries back towards corruption. There may be some support for all of these images, though the most important part of the dynamic here is something else: the rhetorical devotion to the global attack may work to strengthen the perceptions of the domestic and international audiences that made the global attack politically attractive in the first place. 92 But if the global attack is going to get anywhere, its laws must allow nation-states to substantially alter the lucrative relationships greasing the wheels of the criminal economy.
II.
THE MISMATCH BETWEEN STATE POWER AND STATE CAPACITY
Most laws are described in principle as expressions of a public desire to solve a public problem. Whether it is a treaty or a domestic statute, the purpose persons determined to be subject to subsection l(b), 1(c), or l(d)(i) of this order"). Even when executive branch officials discuss asset freezes, they describe the basis for an asset freeze as merely a "belief' (which is consistent with the broad discretion provided by the statute). See, e.g., Letter to the Honorable F. James Sensenbrenner, Jr., Chairman, Committee on the Judiciary, U.S. House of Representatives, from the Office of Legislative Affairs, U.S. Department of Justice, regarding the USA PATRIOT Act 30 (May 13, 2003) . The letter contains responses from the Department of Justice to the House Judiciary Committee regarding the USA PATRIOT Act and the legal aspects of the war on terrorism. The letter notes that ". . the Seventh Circuit upheld Treasury's freeze on the assets of Global Relief Foundation, which is believed to have supported Osama bin Laden, al Qaida, and other known terrorist groups" [emphasis added]. The Justice Department also seemed to fudge the question of whether it had occasion to use new forfeiture powers provided by the USA PA-TRIOT Act, which the Department described as essential to the war on terrorism following September 11. See id. ("In most terrorism cases, it has not been necessary for the Justice Department to seek forfeiture of United States based terrorist assets under the USA PATRIOT Act's new authorities, because the assets had already been frozen by OFAC."). This underscores the value of asset freezes as a substitute for forfeitures, which (even before USA PATRIOT Act relaxed the standards) are essentially discretionary.
91. See Cu~llar, Tenuous Relationship, supra note 14, at 404-25 (discussing patterns of charging and conviction for money laundering offenses).
92. Whatever the attraction of rhetoric supporting the global attack, it is an altogether different question whether the global attack earns political support among interest groups, particularly financial services providers, who have to deal with its regulatory reach. In general such groups resist the global attack, at least its regulatory manifestation. See Cudllar, Tenuous Relationship, supra note 14, at 448-49. of a law is to create the capacity to address the threat of terrorism, the human cost of trafficking in persons, or some other dreaded activity. Few people would expect the capacity of the law to be anywhere near perfect. Yet beyond the sort of slippage in any human venture may lurk forces that systematically create and sustain gaps between power and capacity. Ignoring transnational threats may be risky, but so is ignoring the potential costs of just living indefinitely with the gap between power and capacity.
A. Power and Capacity Distinguished
The key to understanding the global attack on criminal finance is to distinguish between goals and actual enforcement practices, and particularly between the two major factors that drive those enforcement practices: power and capacity. I define state capacity as a state's ability to achieve its stated objectives. Capacity lets a nation-state materially reduce the most significant threats, stop the most dangerous terrorists, detect its most corrupt public officials, and punish the most important leaders of criminal networks. In contrast, power is the nation-state's authority to legitimately coerce individuals or organizations. Governments expand their legal power through expansively-worded criminal statutes that can easily lead to a conviction, and through regulatory provisions making it easy to freeze assets, forfeit property, and levy civil penalties.
Some countries experience direct problems with both power and capacity. These are the ones that run into problems running an electric power grid, keeping courts open, ensuring worker safety, and enforcing the law. It should not come as a surprise that these countries would also run into trouble attacking criminal finance. Thus, states such as Nigeria, Liberia, or Russia should not be expected to be effective in the global attack.
9 3 These countries are saddled by technical problems, exacerbated by pressure from kleptocrats eager to frustrate capacity-building. Because of their limited power and capacity, developing states are likely to remain attractive jurisdictions for engaging in financial transactions connected to crime. The reason is that those states' mix of limits on power and capacity turns them into breeding grounds for corruption, which results in opportunities to engage in large, anonymous financial transactions. These opportunities themselves create further opportunities for corruption, since it becomes easier to buy off government officials and law enforcement officials through secret financial transactions. In contrast, developed nation-states have little, if any, trouble asserting their legal power over people or organizations that violate the law. Constraints on power are not completely missing in developed countries; however, the constraints tend to come from interest groups that might be even more inclined to frustrate regulatory rules and information-gathering requirements that can build capacity.
What the preceding suggests is that the extent of any effort to equilibrate capacity and power depends on a constellation of circumstances that would [Vol. 22:15 rarely arise in either developed countries or their developing counterparts. Interest groups and the public would have to care about the mismatch. They would also need information about whether there was a problem, or at least some basis to believe there was a problem in matching power and capacity. Otherwise the gap could continue unencumbered, producing a sort of prophylactic criminal and regulatory enforcement that targets people engaged in activity believed to be intimately tied to a deeper harm. This is not an unusual pattern in criminal and regulatory enforcement. However, this pattern is exacerbated when the indirectly harmful activity is defined as an integral part of that enforcement and when politicians and government officials believe they will benefit from showing progress on a popular enforcement priority (such as the "war on terrorism").
The mismatch between power and capacity can create some problematic scenarios. Statutes and regulations designed to serve a prophylactic purposelike the prohibition against operating an unlicensed money transmitting business-can be coupled with severe criminal penalties that help a government send a message about their response to a threat.
9 4 Once these criminal and regulatory laws are justified as essential to an important purpose (such as fighting drug traffickers or stopping terrorism), they can be used against targets that may be only tangentially connected to the dreaded activity. Thus nation-states may build up power but neglect capacity because it is less visible, or because capacity-building would require regulations that impose costs on organized interest groups. All of which implies that the disequilibrium between power and capacity should not be ignored.
B. The Forces Creating a Power-Capacity Mismatch
I have demonstrated that power and capacity are different, but I have not yet explained why the laws attacking criminal finance might reflect such a dramatic disconnection between power and capacity. As I explain below, there are strong forces that would tend to keep power and capacity separated in the fight against transnational crime.
The Impact of Detection Difficulties
Detection difficulties can skew the allocation of penalties to offenders that are easier to find. If law enforcement officials have an interest in meting out punishment, but the marginal cost of detecting the more serious offenders outstrips the marginal additional benefit to the official of catching the most serious offender, then the result is that offenses that are routinely punished are likely those that are fairly easy to detect. The easily detected offenses are not necessarily likely to be the ones that merit the most attention in terms of either national security or some deep normative sense. There is no compelling reason to think that the difficulty of detecting an offense will vary inversely with the "serious-94. The legislative history of the major laws targeting money laundering and criminal finance are filled with clear statements about why the enforcement efforts are being pursued, but these scenarios bear little connection to the routine uses of the criminal penalties. See Curllar, Tenuous Relationship, supra note 14, at 395-97.
ness" of the offense, measured in any number of ways. One might imagine the "seriousness" could simply refer to how severely an offense is sentenced, although the comparison may become less meaningful given the law's role in grouping different practices and defining them as "similar" enough to constitute the same offense (often with a similar range of sentences). An alternative approach to assessing how "serious" an offense is would be to ask whether the offense detected bears some resemblance to the paradigmatic ones that spurred legislators or other politicians to champion a particular enforcement program. Here the fight against one kind of criminal finance-money laundering-reveals a big disconnect between the "paradigm cases" and routine prosecutions. In the United States and many other countries, the fight against money laundering was most often justified in terms of three objectives: new methods for detecting crime, targeting third-party launderers who could use special skills (or professional cover as accountants, bankers, and lawyers) to launder money, and targeting leaders of criminal networks who could amass tremendous concentrations of wealth from illicit activities. Instead, conviction patterns show a focus on predicate offenders with no particular skill or ability at managing international financial flows, and who were often discovered using traditional law enforcement methods.
What about the rest of the attack on criminal finance? My primary objective is to establish that there is no reason to assume that the most serious or despised offenders would be the ones that are easiest to detect. On the contrary: most committed organizers of terrorist plots, corrupt central bankers, and leaders of narcotics smuggling networks are likely to have in common a strong desire to avoid being caught, combined with the skills and resources to make themselves harder to detect. 95 The greater the mismatch between offenders who are easy to detect and those who plausibly could be described as the most "serious" offenders, the more it is necessary to think about the unintended consequences of a particular enforcement scheme.
Uncertain Impact of Legal Changes in Reluctant States
Strategies using FATF and other transnational measures may force some states to make cosmetic changes in their laws. But new criminal statutes rarely achieve lasting differences in enforcement patterns. More profound changes seem to depend on more drastic transformations in political, economic and cul-95. For a note on what I mean by "serious" offender, see supra note 2. Serious offenders might be especially difficult to detect for a few reasons. Presumably punishment is more severe for many offenders that might defensibly be termed "serious" (for example, the major financial backer of a terrorist scheme when contrasted to a person convicted of operating as an unlicensed money transmitter). Even mildly rational offenders would be more interested in avoiding punishment as the severity of the punishment drastically increases (though the extent of disutility that offenders face per unit of punishment likely diminishes with the extent of punishment). Leaders of criminal networks and corrupt offenders amassing substantial financial resources, moreover, would likely have a lot to lose if they are wealthy, and should be willing to spend their resources on remaining beyond the grasp of law enforcement. They could do so by investing in the technical capacity to hide money in offshore trusts and anonymous corporations, by purchasing services from government officials (including law enforcement officials), and by procuring the assistance of third-party launderers.
[Vol. 22:15 tural incentives for government officials and businesses. This is at least what the American experience implementing the fight against the related offense of money laundering seems to show.
It is worth saying a little about some of the forces that might be affecting that spread. As I suggested above, the United States and other developed countries have adopted the attack on criminal finance for reasons involving political symbolism as much as anything else. Executive branch officials and legislators respond to political pressures, so they are likely to promote a version of the attack on criminal finance acceptable to powerful interests, such as financial institutions. While these interests will not get everything they want, it is impossible for politicians and executive branch officials to completely ignore outside interest groups that are sufficiently organized to challenge executive policy through a combination of political pressure, economic pressure, and litigation. Thus politicians in developed countries should be expected to shape laws in response to the competitive environment in which they operate. Their personal views about the importance of attacking criminal finance would then develop within a particular set of constraints.
The situation in developing countries is not entirely different. 96 Some smaller jurisdictions obviously have a vested interest in bank secrecy because it allows them to compete for funds in the world market. Along with other developing countries, these jurisdictions might find it attractive to join the global attack on criminal finance only in principle. No doubt in some cases, policymakers in these countries could occasionally harbor a genuine interest in pursing the global attack, 9 7 but they might also be enticed to join the global attack in response to more coercive forces. The United States and its allies can exert pressure along the lines I describe below, yet ironically the cost of implementing legal measures against criminal finance may not be prohibitive, even for countries with a stake in bank secrecy. As I have explained elsewhere, the key is that legal changes do not necessarily determine the reality of how laws are enforced-that depends on factors that states still control, like budgets, prosecutorial discretion, and detection strategies used by investigators. 98 Add to this what may be a perception that in order to be considered a developed economy, states should develop the bureaucratic and legal structures that attest to their commitment to the fight. 99 Yet the substantive impact of these changes remains questionable. (discussing the impact of the interest group environment on politicians and their economic policy choices in developing countries receiving IMF assistance).
97. For example, think of a situation where a newly-elected president of a developing country faces a government with persistent corruption problems. As a response to this problem, the president manages to impose new reporting requirements on major banks and financial disclosure requirements for senior government officials and their families. The president and her administration might therefore decide that it makes sense to pursue the global attack.
98. See Cudllar, Tenuous Relationship, supra note 14, at 438. 99. Cf Goodman & Jinks, supra note 55.
Political Incentives to Use Power Without Capacity in Developed Countries
Executive branch officials in more developed countries face their own constraints. They may find themselves under pressure to show results in the proverbial wars against those offenses alleged to benefit from criminal finance, such as terrorism and drug trafficking. The more power the laws allow the executive to exercise on a discretionary basis, the more tempting it may be for the executive to use such power regardless of whether there is the capacity to target the sanctions at the most deserving targets. Furthermore, interested parties may see costs associated with building capacity, which could spur them to act against capacity-building.
Let me expand on this argument. The executive branch of government can use many of its legal powers without interference from courts or legislators.'°°S uppose that something like a domestic terrorist attack happens, making voters feel threatened-what economists call an exogenous shock. For both affective and rational choice reasons, it makes sense to think voters will want to see their government use its legal authorities to punish those responsible for the attack and to respond to the perceived threat of future attacks. The affective motivation is driven by the desire of many voters to think about the world as being predictable and just in some sense-such that a harmful action against them (or their polity) is met with some corresponding government action.'°1 Many voters would cringe if the government's major response to an attack consisted of a slow and uncertain search for evidence in a criminal case. The global attack on criminal finance, driven increasingly by executive powers rather than criminal statutes, may serve as a comforting sign that harmful actions are quickly met with guarding reactions. Making the attack focus onfinance also captures moral intuitions about who should be blamed for harms. Financing undesirable activity or willfully enjoying the profits seems at least as bad as pulling the trigger, lighting the fuse, or physically imprisoning trafficked women.' 0 2 The implication is, moreover, that the global attack on criminal finance targets people who would otherwise evade punishment under traditional criminal laws. Often this is technically true, because executive powers do not require legal and procedural formalisms that the criminal process does. It is precisely for this reason, though, that there are fewer guarantees about whether people or organizations targeted in the global attack deserve to be subjected to asset freezes or similar measures. [Vol.
22:15
The rational choice dynamic affecting the use of government power without capacity in the global attack is slightly different but leads in the same direction. Imagine that voters want to reward politicians not just for appearing to deal with a threat, but for actually reducing the threat. Unfortunately, changes in that threat are difficult to measure; indeed, changes in the threat attributable to specific legal or policy changes are even more difficult to assess. Given the existence of laws like IEEPA, politicians and the government officials that they oversee have access to executive powers that can be used regardless of whether their use has much of an impact on the threat. The use of the executive powers to pursue the global attack then becomes like a form of "cheap talk" for politicians-if politicians did have the means of using their powers to reduce the threat, then surely voters would be able to observe it because politicians would be using their legal authority. t 03 This means that politicians and the government officials they oversee would have an incentive to use their substantial, existing legal authorities in the global attack. The incentive is there even if government officials question to what extent asset freezes under IEEPA or similar measures. actually reduce national security risks.
4
The problem of power-capacity gaps becomes worse because sometimes building capacity may require regulatory enforcement and programs that are costly to certain interest groups. Thus, banks and financial institutions have tended to fight expansions in regulations that yield information about when violations are occurring.' 0 5 Thus developed countries may trumpet their twentyfirst century banking supervision, but they may face some of the same constraints that developing countries do: their regulatory policy and implementation 104. What makes it difficult to draw conclusions here is that national security threats are hard to measure. Which means that a government official may not be genuinely dishonest when he says that something like an IEEPA designation contributes to national security. After all, the contribution to security might be understood in at least two different ways: either "it will make a measurable difference in security," or "I can imagine a scenario, of uncertain and perhaps even small probability, where IEEPA designations are part of a broad pattern that helps reduce the threat." For an example TerroristFinancingTF.pdf. The important point is this: given the availability of this latter justification (that is, the possibility that a scenario can be envisioned), then politicians can respond to the incentives favoring some kind of national security activity and still be "honest" in some sense of the term when they say that they believe they are making a contribution to national security. The question then becomes how to characterize facts that lend plausibility to the government's interpretation. depends on what politicians have the will and opportunity to accomplish, which in turn depends a good deal on what interest groups will allow.
What if there was some way for the executive to "signal" that he is really developing capacity?
10 6 Imagine first a world in which an important segment of the mass public decides whether to support the executive using a simple rule of thumb: if the executive appears to be doing something constructive to reduce a threat, then he should be evaluated more positively than if he does not do so. Imagine further that the basis for using this rule of thumb is a simple effective response to a dreaded uncertainty. If people are facing an unknown threat, they obtain greater satisfaction knowing that they are not merely steeped in futility, but are instead part of a state whose government is responding to the threat. In a world like the one just described, it is not surprising that politicians would have an incentive to use their legal powers even in the absence of capacity to focus those powers on the most deserving targets. Members of the naive public would take the mere decision to freeze assets or impose special measures on a country as a basis to reward the executive. In this scenario, the decision to use legal powers is itself taken as the signal, because (the naive voter concludes) it would be silly for the executive not to use the expansive legal powers if the capacity really was there to target the important offenders. This dynamic might lead to asset freezes against some charity, for example, even if there is little basis for such an action. This state of affairs, in turn, may send the charity a message that its conduct does not matter much since it might face asset freezes regardless of what it does. (1991) . When the outcome of a game depends on some characteristic about one of the players that cannot be directly observed (for instance, how resolute a certain nation-state is to prevail in a conflict), that player can affect the outcome by sending a costly "signal" designed to credibly demonstrate that he is a certain kind of player. Depending on the characteristics of a game, a politician might be able to "signal" a sophisticated voter to indicate that he is willing to invest in capacity (which is not observable until the game ends and the payoffs are awarded). The players can send costly signals that help show voters whether they are the type who would (or have already) invest(ed) in capacity. The problem is, the costly signal is not always enough to sort the players in accordance with their "true" type or actions. Some equilibria are "separating" or "semi-separating" in the sense that the politicians do sort themselves into different categories that correspond to what the other player wants to find out. But "pooling" equilibria are also possible, where all the players adopt the same strategy of sending the costly signal. For a discussion of the impact of signaling among nation-states engaged in strategic interaction, see James 107. The use of power would not work this way unless the executive could find some targets to punish that could be plausibly linked to the underlying threats that voters fear. Such links are rarely self-explanatory in transnational law enforcement, -so the executive has to provide a compelling enough narrative to explain why catching an unlicensed money transmitter in Brooklyn or freezing the assets of a charity reduces the threat of terrorism. My analysis here assumes this is not that hard for the executive. The executive tends to have a lot of resources to articulate the desired narrative around visible actions that can be easily covered by the media, and the media coverage in turn shapes voters' perceptions of what issues matter. Cf SHANTO IYENGAR & DONALD R. KINDER, NEWS THAT MATTERS 72 (1988) (using experimental evidence to establish that "by providing glimpses of some aspects of national life while neglecting others, television news helps define the standards that viewers apply to presidential performance"). Moreover, many voters use mental [Vol.
22:15
The question is then what happens when we make different assumptions about the nature of the signal and voter sophistication. Suppose that some fraction of the electorate consists of sophisticated voters who are making rational decisions and that they care about rewarding an executive who develops capacity and uses power only when there is some degree of capacity. Suppose further there is some costly bundle of policies that, if adopted, allow the executive to send a credible signal to sophisticated voters about his interest in developing capacity. The policies could include appointing a technocrat to run a law enforcement bureaucracy, raising the threshold of proof necessary to use some legal powers, or making classified information public. As the appendix demonstrates, this state of affairs may encourage the executive to send signals that he is building capacity. But this happens only if the proportion of sophisticated voters that the executive needs to achieve some political objective (for example, reelection) is sufficient to offset the executive's cost of sending the signal. 10 8
The scenarios described above all reflect an assumption that the major goal of the executive is pleasing voters. Yet sometimes executive branch officials may have other objectives besides pleasing voters. These objectives may be acceptable or problematic depending on where you stand ideologically, but the global attack suppresses much of the debate about them. For example, some executive branch officials might be interested in imposing punishments on people or organizations to advance prosecutorial agendas. Organizations targeted with asset freezes may then have an incentive to cooperate with government to help it make cases against other organizations and individuals in order to avoid asset freezes. Money transmitters targeted with severe penalties under new statutes prohibiting illegal money transmission may be eager to provide information on people and organizations considered to be suspicious, or even just to plead guilty to a lesser offense. Executive branch officials may be interested in using the global attack to advance prosecutions and punitive measures against suspected offenders, regardless of whether those offenders are the despised villains that justified the legal powers associated with the global attack. Government officials may also have a particular vision of national security that can be adshort-cuts to evaluate security policy. The short-cuts they use may only rarely lead them to copiously scrutinize the executive's arguments about how a particular action enhances security. See, e.g., Milton Lodge, Kathleen M. McGraw & Matrick Stroh, An Impression-Driven Model of Candidate Evaluation, 83 AM. POL. Sci. REV. 399, 416 (1989) (using experimental evidence to establish that pleasing information about candidates and policy issues can affect subjects' support for candidates, even if the details of the information are not remembered subsequently). It would be helpful to have more empirical research on just how much leeway the government has in creating its narrative. Two factors are likely to shape the executive's flexibility to link small fish to big threats. One is the proportion of sophisticated voters that matter electorally, which the Appendix, infra, discusses. Another factor is the effect of racial, national origin, or similar characteristics. For example, if the public unconsciously links being Black or Arab to being threatening, it will be easier for the executive to construct its narrative when the target is Black or Arab. Cf RUPERT vanced by imposing sanctions on regimes, organizations, and individuals thought to pose a threat. Just as asset freezes might help government officials convince voters that they know whom they should blame for attacks or threats, the imposition of sanctions can help convince voters that the sanctioned regime is a threat.' 0 9
Substitution
Some transactions are intensely difficult to regulate because people can use substitute systems to achieve their objectives. Even when they make some headway, it is hard to imagine that authorities ever constrain offenders' ability to engage in financial transactions that further their offenses. As explained above, it is difficult to know exactly how costly it is for potential offenders to substitute harder-to-detect transactions for more easily detected ones. Though some kinds of transactions that are especially desirable for offenders might be made more costly (either through administrative burdens or reporting requirements that increase the perceived risk of detection), the more relevant point is that extremely motivated offenders (say, those with an ideological motive to engage in terrorism) may be exceedingly difficult to stop.
The possibility of substitution effects is perhaps not surprising, since laws can trigger such behavior in many if not most situations where people trade-off the possibility of reductions in desired activity against possibilities of continuing those activities but evading legal penalties. To begin with, the detection difficulties described above make it harder to identify offending transactions within the financial system. But even if this were not a problem, non-state actors would still have ways of moving money around. Jurisdictions complying with the FATF Forty Recommendations on money laundering enforcement and Eight Special Recommendations on terrorist financing retain substantial discretion to engage in lax enforcement. If all states strictly abided by these recommendations, offenders would still have the option of trying new approachesI"1 or attempting to secede from the most heavily regulated components of the global financial system. These loopholes demonstrate how capacity also depends on the state's ability to enforce laws in the less-regulated nooks and crannies of the global financial system. One might question whether state capacity to regulate offshore and Internet financial transactions will expand indefinitely. For the criminal, substituting less regulated financial transactions probably entails some costs, including less convenience and perhaps lower return on investment. However, in many cases, those costs would still be less than the benefit of find-109. The basic logic is the same: if the regime were a threat, politicians would impose the sanction. Failure to impose the sanction would make it harder for politicians to argue the regime is a threat. [Vol. 22:15 ing alternatives to the more highly regulated financial transactions. Shell banks are one option. Moreover, not every transaction must involve the financial system at all. Barter, as well as financial information exchanges, give people an alternative for moving money."'
The preceding logic implies that depending on the offense in question, a change in the marginal price of achieving the transaction may or may not discourage someone from going through with the transaction. Thus, the global attack on criminal finance may be expected to have a different effect on drug traffickers than on terrorists. For drug traffickers, the disposition of marginal dollars can make the difference between a cost-effective operation and a moneylosing proposition. For terrorists, added expense may be problematic but not a deal breaker-at least as long as they can avoid detection before carrying out their objective.
III.
POTENTIAL CONSEQUENCES OF THE MISMATCH
Some would argue that the problems of capacity and power I have described are really not all that troubling. After all, as the argument goes, domestic and international laws targeting criminal finance are serving an expressive function, and every enforcement system harbors its own particular assemblage of faults. Such arguments for ignoring the gap between power and capacity are unconvincing without some elaboration. To judge law's impact one must understand how it is being enforced, and what consequences that enforcement might have. By the same token, altering the law's impact may call for changes not only in the content of a treaty or an extraterritorial statute, but in the incentives of the bureaucracies responsible for enforcing the law. The law's consequences are borne from its impact on the world, not just its aspirations. This section reviews the possible consequences of a persistent disequilibrium between power and capacity in transnational criminal enforcement, and the prospects for closing the gap.
A. Implications
While the mere existence of a gap between state power and capacity does not automatically undermine the principled argument for targeting criminal finance, under certain conditions the gap can have perverse effects once we consider the political context. Some might argue that this dynamic simply reflects the application of a principle akin to strict liability; that is, any allegation that a charity is participating in terrorist financing results in an asset freeze. But note that this argument implies that the worst consequence is futility. We might easily imagine another scenario where the worst that can happen is perversity. Suppose, for example, that some charities whose assets are frozen had made an effort to ensure their resources did not fund terrorists. If their assets are frozen 111. Cf and other charities making a similar effort believe they will face the same prospect, then those other charities' resolve to police the destination of their funds may weaken.
This dire scenario is not the only possibility. One could make assumptions that would make these perverse effects seem extremely unlikely. One might suppose, for example, that charities would never be tempted to contribute their resources to foreign organizations that were involved both in violent and charitable activity. But those different assumptions would need at least some justification, and that stands in contrast to the justifications offered by government officials in the U.S. defending the global attack on terrorist financing. For example, one government official recently defended the existing approach as follows:
We must remember that the problem underlying [our] concern is the abuse of charities by terrorist organizations. It is this abuse, not the consequential freezing actions taken by our government, which undermines donor confidence. In the absence of our designations, money intended for humanitarian assistance would not be frozen; rather, it would finance further destruction.11 2
The preceding statements assume that the designations are essentially correct, in the strongest sense of the term. The implication is that the asset freezes restrict the disposition of funds that would have otherwise financed destructive activity. This assumption is questionable given the incentives of the executive branch. Even if the assumption were plausible, the statement may not be convincing. There is an implicit presumption that if funds for humanitarian assistance and destructive activities are being commingled, the marginal additional dollar contributed would go to destruction. That is not obvious. Organizations commingling funds might have incentives to spend the marginal dollar on nondestructive activities. One might still come up with a theory of collective sanctions that would make it worthwhile to target an entire charity when any portion of its money appears to be going to destructive causes. At present, that kind of justification seems to be missing, or at least radically underdeveloped.
A defender of disequilibrated enforcement, like the official quoted above, might say that the global attack is just a reasonable step in the direction of strict liability. In such a world, letting even a crisp $5 bill be diverted to destructive activities should be subject to severe sanctions, which would force it to internalize the cost of stopping the misuse. I have already noted the problems that exist when it comes to gathering information confirming that, indeed, the $5 bill has been diverted. Beyond this, there is the question of whether strict liability makes sense in the many different battlefields where nation-states pursue the global attack on criminal finance. After all, there is nothing inherently wrong with strict liability. The problem is the potentially weak connection between what is supposed to trigger liability and what actually does trigger punishment. We cannot observe the extent of the disconnection directly, and we know from [Vol. 22:15 the analysis above that the executive may have incentives to use power even in the absence of capacity to target the most egregious offenders. Moreover, even if there were an explicit move toward strict liability for anyone engaged in a particular kind of transaction-a bank discovered to have been laundering money, or a charity alleged to have facilitated terrorist financing-there would still be at least three important questions to address. First is the question of the marginal benefit of a strict liability regime on the reduction of undesired conduct. Second is the question of the marginal cost of a strict liability regime, especially in terms of reductions in desired activity, such as the provision of remittance services. Third is the question of the fairness and efficiency issues raised by how discretion is applied in punishing the range of possible offenders. The contemporary global attack on criminal finance does not seem to represent a strict liability system justified on the preceding grounds." 13 Regardless of the extent of justification, law enforcement officials can pursue the global attack through criminal prosecutions of offenses with elements that are fairly easy to prove (illegal money transmission), yet are still closely identified with larger, more popular enforcement objectives (fighting terrorism). The same is true for actions freezing assets. To the extent that the use of the powers themselves will serve as a signal to voters about state capacity, and to the extent voters care about this, the politicians and the law enforcement officials they oversee will have a big incentive to use the powers. The incentive will persist even if it is possible in principle to undertake a painstaking, potentially useful investigation into international money laundering or terrorist financing of uncertain results. The major counterweight to this pressure will come from officials and politicians who consider accuracy, fairness, or genuine gains in national security to be personal goals, or from bureaucrats who might bear a substantial cost as a result of opposition from targeted groups. But since voters reward what they can see, political pressures will tend to push law enforcers in the opposite direction.' 14 In contrast, building a painstaking case against an offender takes time and effort. It is a sort of wager: investigators, prosecutors, and executive branch officials are not guaranteed that an exhaustive investigation will uncover Osama Bin Laden's personal investment banker or the Cali cartel's top Bahamian banker. All of these people may still care about anonymity, but they may have strategies of varying costs to purchase financial anonymity despite the uses of some of the legal measures that lay the foundation for the global attack. 115. Moreover, although all of the preceding offenders may care about anonymity, the slope of the curve connecting anonymity to the demand for illegal acts may be different depending on whether the offender is, for example, a low level terrorist or the leader of a profitable drug smuggling business.
Not everyone will think that there is a problem if state power to attack alleged instances of criminal finance drastically exceeds the state's capacity to attack and constrain the most troubling instances of criminal finance. There are plenty of examples of legal authority that convey power but do not bestow on government the capacity to completely address a problem. Customs enforcement does not completely stop the flow of drugs. Laws against the sale of tobacco to minors do not prevent every enterprising fourteen year-old from getting his hands on some Lucky Strikes. Nonetheless, there is reason to be concerned about the mismatch between capacity and power in the global attack on criminal finance. Indeed, the disconnection between the most troubling threats and the actual targets of coercive power may eventually weaken the legitimacy of the global attack on criminal finance. Of course the meaning of legitimacy is contested. Its ebb and flow is admittedly hard to assess either conceptually or empirically. Still, some domestic or international constituencies may care about the connection between alleged threats justifying particular enforcement policies and the people actually targeted with those policies. Disequilibrated enforcement that works just fine in the short run may lead these constituencies to reduce their aggregate degree of trust in the state.'" 6 Even on purely utilitarian terms, disequilibrated enforcement could be problematic because of its impact on opposition to the global attack, and the possible distrust from organizations, individuals, and groups targeted in the global attack.'1 7 Regulatory asset freezes and low-threshold criminal prosecutions may even help engender a perverse dynamic, where people and organizations decide it is not worth their while to forego illegal conduct because they may suffer punishment anyway or because seeing instances of punishment that they consider unjustified produces a radicalizing effect. 1 8 Defenders of disequlibrated enforcement would be quick to point out that draconian enforcement simply errs on the side of punishing those who have given the government rea-1 16. Suppose, for example, a rational, sophisticated voter cares about making sure that legal powers are actually used to reduce the threats that justifies the existence of such powers. The voter observes the executive over several time periods. Assume further that the voter could observe both power and some signal that may or may not be related to capacity after each time period (for instance, the appointment of a trusted law enforcement official). After each time period, the voter could use Bayesian updating to react to the executive's repeated assertions of power without making an effort to develop the capacity to target the most egregious threats. Cf DREw FUDENBERG AND JEAN TIROLE, GAME THEORY 211 (1993). If a sophisticated voter were judging the politician over more than one period, the voter could update her beliefs about the probability that the assertion of power was also coupled with an effort to build capacity. After a few rounds of play, the sophisticated voters might decide to withdraw their political support. The equilibrium would depend on the payoffs for the voter and the executive (including the cost of the capacity-related signal), and on the players' assessment of various probabilities. If the politician refuses to build capacity after a few time periods, then the voter could suddenly withdraw her support after deciding that given the preceding behavior, the politician cannot be trusted.
117 son to doubt that they are refraining from illicit activity. The problem is that it is hard to tell in advance what exactly will trigger a government reprisal. It is hardly the case that every affected charity is justified in complaining that its assets have been unfairly frozen. Still, it is also true that disequilibrated enforcement may have costs, skewing the incentives of charities that fear being targeted and potentially polarizing constituencies that are valuable in waging a war on criminal finance or terrorism.
Even if there were no risks of perverse radicalization, disequilibrated enforcement may provide a false sense of security when its most deserving targets elude capture. 119 A few things might make this possible. One is the executive's ability to show voters what looks like progress by using legal powers without building capacity. Another is the low level of power or capacity in developing countries. Either way, there is some risk involved in having the machinery of the law hum along, generating asset freezes and arrests for illegal money transmitting, but little if any change in the marginal threat. Depending on one's assumptions about the sophistication of the public, the bustle created by the exercise of legal power might create a cascading impression among the public that there is no capacity problem at all.' 20 Finally, though states are building their power to wage the global attack, the low capacity means that scarce resources for the attack-including money, bureaucratic priority, diplomatic pressure, and regulatory enforcement-may be misallocated. At worst, the gap can even create a sort of spiral where demands for power grow with little attention on their marginal impact on capacity. This may not be true for every law enforcement agency in every situation. The point is that, in the panoply of political circumstances shaping law enforcement agency budgets and legal powers, the lack of capacity may play a role in the still further expansion of legal power. Intelligence and law enforcement failures are often the preludes to still further expansions of legal powers and financial resources for security bureaucracies. Unless distinctive circumstances create pressures on law enforcement officials and politicians to repeatedly and publicly scrutinize the connection between requested legal powers and the impact on capacity, law enforcers will have little to lose when requesting new powers. Thus the gap between power and capacity can grow ever larger for an extended period, even if a growing group of citizens may eventually question the legitimacy of law enforcement as a result. . Domestic criminal law may also involve a separation between criminal law powers and capacity to achieve criminal justice results. I leave for another day the questions of whether this dynamic is materially different, but some distinctions appear on the surface: domestic criminal prosecutors and police forces (especially local ones) operate subject to budget and political constraints driven by voters who can readily observe developments in regional criminal justice. Transnational threats can create intense fear and are more difficult to readily ob-
B. Prospects for Controlling the Mismatch
Suppose that, despite the forces I have described as contributing to the mismatch, the currents impelling the global attack on criminal finance continue to carry it forward. Policymakers continue to insist on the "indirect liability" model imposing responsibilities on financial institutions and people involved in economic activity linked in some way to crime. Developed countries grow more emboldened to threaten or use extraterritorial authority. Would it then be possible to transform all the interest in criminal finance into a concerted effort to raise state capacity in order to make sure that the draconian laws against this activity were focused on the most egregious offenders?
One approach to increasing state capacity is to attempt to drastically increase the extent to which criminal offenses (and similarly problematic national security risks) can be detected from patterns of financial activity.' 2 2 This has far less to do with criminal penalties than with the need for dramatic increases in the government's capacity to collect and analyze domestic and international data on financial activity, as well as to isolate the activities that are most suspicious. Experts might disagree about the value of information such a system could provide and the different kinds of costs such a system would entail. But there would be little prospect of raising state capacity in this area without radically improving government's capacity to create audit trails, obtain data, and analyze patterns of transactions. Despite some improvements in this area at the margin, a revolutionary advance here is unlikely.'
23 Even if the focus were only on the United States, there would be substantial political opposition from financial institutions and other interested constituencies. Banks, broker-dealers, and other financial services providers would quickly see the administrative costs. Such regulations would make it still easier for government to impose indirect liability on them. Civil libertarians would also oppose major expansions in the centralization of financial information, at least in the absence of elaborate safeguards against government abuse of such information. Capacity and power problems in less-developed countries would remain a further nettlesome obstacle, since largely anonymous foreign transactions can complicate even domestic enforceserve. Since the threats in question are taken to involve high-cost, low probability events, voters have difficulty making reasonable calculations about the benefits of different enforcement strategies. See generally Curllar, Choosing Anti-terror Targets, supra note 5, at 117. Moreover, in contrast with domestic regulatory policy, neither political superiors nor citizens can easily use interest groups to police law enforcement bureaucracies because of the paucity of information.
122. Even if capacity were possible to achieve, the executive may not make the effort to develop it. Whether the politician chose to develop capacity would still depend on the politician's motivations (which may change only slowly), the extent to which the electorate will reward capacity, and the cost of developing capacity.
123. The other option, of course, is to increase the effectiveness of existing detection strategies, which depend heavily on intelligence and undercover infiltration. The problem here is that using these techniques requires some prior knowledge of the groups or individuals involved. This makes the traditional tactics very path-dependent and prone to be reactive to threats that are already known. Moreover, these methods have their own costs. While revamping the global attack would not necessarily solve all these problems, at least it provides an alternative paradigm.
[Vol. 22:15 ment. 1 24 So closing the gap by raising capacity remains, at best, an uncertain prospect. 125 The same can be said for trying to close the gap by constraining the use of power without capacity. Leaders of nation-states have incentives to equate power with capacity, thereby making failures of capacity into failures to provide authorities with enough power and letting the use of legal power instill a sense of security. Unless such leaders believe that disequilibrated enforcement will directly damage their political prospects or something else they hold dear, then they will have reason to use power as an indirect way of showing desirable results. Unsophisticated citizens will buy this, but even with more sophisticated voters the dynamic may not change. The appendix provides a simple example. Supposing that a government could take certain actions to signal its commitment to use power only when it had the capacity to focus it on appropriate targets, the executive branch would only rarely have the incentive to take those actions. In general, the executive would have no reason to do so unless a few unusual political circumstances presented themselves, such as a large number of sophisticated swing-voters who cared about security and had a terribly dire view of what would happen if power and capacity were not in equipoise. Legal trends in the United States and abroad instead are consistent with the absence of political circumstances that would lead to constraints on power. Substantive criminal statutes provide for expansive and extraterritorial liability. Regulatory authority allows states to punish specific institutions or achieve the forfeiture of assets 124. An example: suppose a weapons smuggler wants to bribe inspectors of the U.S. Bureau of Customs and Border Protection to allow a shipment of explosives into the United States. Suppose further that the inspectors are somewhat risk averse, so they will demand a considerable amount (say, five times their yearly pay) to facilitate the illegal shipment. If the inspectors are paid in cash, each will have to either hoard or deposit approximately $300,000. Hoarding it may be risky, but so would depositing the money, since large cash transactions can give rise to currency reports (or even suspicious activity reports, which might be filed even if the amount of the cash deposit does not exceed the $10,000 reporting threshold). Conversely, the inspectors can open accounts in U.S. banks and receive a wire transfer. Although the transfer itself may be unlikely to attract suspicion, the account and its balance may trigger either a report to the IRS or a suspicious activity report. See Cu1l1ar, Tenuous Relationship, supra note 14, at 440. In contrast, if the inspectors can receive anonymous deposits in secure bank accounts abroad subject to bank secrecy, then they do not need to worry about unusual concentrations of currency. The only problem remaining for the inspector is to verify that the deposit has actually been made at a reliable institution, and to figure out a scheme to enjoy the financial largesse without attracting attention.
125. Even if it were possible to design a system to police potential government abuses in this area, there is still the problem of specifying the profile of a genuinely suspicious transaction. Government officials would have at least three resources. Analysts can obtain ex post and ex ante intelligence from U.S. intelligence agencies, other states, or law enforcement agencies. The intelligence sheds light on how offenders operate. In this vein, so-called "red teams" can let the government learn without waiting for intelligence data, by getting confederates to simulate the achievement of an unlawful objective (i.e., use a fake name to set up a straw bank account to move money to a simulated terrorist cell). All of this can be supplemented with theoretical models that make assumptions about offenders, their incentives, and financial architecture to derive implications about what sort of conduct would be exceedingly unlikely to observe in a pattern of lawful transactions. with minimal evidence of wrongdoing. National security and emergency powers fill any remaining gaps in state power, allowing executive branch officials to detain people or freeze assets with low thresholds of justification.
In the meantime, governments can take some limited and less radical steps in the direction of increasing capacity. For example, governments can improve the use of existing information, regulatory rules on cross-border transactions, and high-profile changes in reporting requirements. They can see which groups change their behavior in response to the new rules (presumably the ones who fear government scrutiny most are the ones that will change their behavior) and target enforcement. But a more comprehensive capacity-building effort is a ways off, if it ever comes. The different challenges to building the regulatory system discussed above make it highly unlikely. Nor are states likely to face the pressure to roll back the laws and policies that imbue law enforcers with the power to pursue the attack on criminal finance, regardless of whether the capacity to focus that authority on the most egregious offenders is itself missing. 
CONCLUSION
There are principled reasons to pursue transnational criminal enforcement in general and to pursue the global attack on criminal finance in particular. Yet the legal arrangements created for these purposes can fail to achieve their objectives, and may sometimes even create perverse results. The problem is that changes in a nation-state's legal powers may herald only meager if any change in its capacity to reduce transnational threats. As with other challenges in transnational law enforcement, the global attack on criminal finance evinces a trend toward growth in state legal power; a trend as clear as the extent of capacity is opaque. I have explained how the gap could be narrowed in specific and rare circumstances, such as when swing voters are disproportionately sophisticated, or when investigative methods and technologies improve dramatically. Without these developments, the seductive scenario where the nation-state actually augments .its capacity by expanding its legal powers will remain on the horizon, tantalizingly close-but perhaps relentlessly out of reach. 126 . A rollback of power in developed countries is unlikely because: (1) the rhetoric and political logic of the global attack tends to encourage an expansion, not a contraction of those powers; and (2) there is unlikely to be a judicial remedy allowing people to police government legal powers used in the global attack on criminal finance through something akin to judicial review of prosecutorial discretion. Perhaps regulatory policy is the only area where there is likely to be continued attack on the laws used to wage the attack on criminal finance. There, powerful interest groups representing financial services providers may much prefer to have less regulation rather than more. When political shocks like the September 11, 2001 attacks on the United States drastically raise the interest in financial enforcement, even these interest groups may step aside in the face of strong political interest in further grants of regulatory authority to administrative agencies-but then they can take up the fight again before the agency to dilute the scope of regulatory power actually used. See Cudllar, Tenuous' Relationship, supra note 14, at 446-48. Nonetheless, constraints on regulatory authority may have more of a limiting effect on capacity (since regulation is primarily aimed at producing information) than on raw legal power to punish offenders, even low-level offenders, if they happen to attract attention from government.
[Vol. 22:15 legitimate threats because of false security, or increasing polarization leading more people to support terrorism). Then the sophisticated voter employs a simple heuristic: if a vote for the incumbent produces an expected utility above a certain critical threshold t (set this to 1), then she will support the incumbent. Otherwise she will vote for the challenger. Thus the sophisticated voter will support the executive if and only if: Now we introduce the signaling dynamic. The executive can choose to send the electorate a signal to indicate that he is actually developing capacity. One might imagine that the signal includes some combination of (1) spending financial resources on capacity-building activities, (2) appointing competent technocrats to run law enforcement bureaucracies, (3) disclosing (i.e., declassifying) information about the extent of capacity, and (4) raising the threshold of proof necessary to use certain legal powers. Since it is costly to send the signal, the executive will not do so unless he feels like he needs to in order to achieve a victory in the election.
If the executive chooses to send the signal, this lowers p. from .5 to .3. If we assume that the probability of an adverse result from the mismatch (or p.) is .4, then the sophisticated voter's utility from voting for the executive is: [(.3) (.4) (-2) + (.3) (.6) (1)] + (.7) (2) = 1.34. Since 1.34 > t, then the sophisticated voters will vote for the executive. As long as the preceding assumptions apply and F < 2 million plus one, then the executive will send the signal. If F > 2 million plus one, then the executive could win the election simply by using power, and it would not be necessary to incur the cost of sending the signal. Assuming that F were smaller than 2 million plus one, then the executive would have lost if he had not sent the signal, since then the sophisticated voter's utility would have been [(.5) (.4) (-2) + (.5) (.6) (1)] + (.5) (2) = .9, and .9 < t.
Notice that the preceding result depends on the sophisticated voter's conclusion about the probability of an adverse result. If p. were only 1 and p,, were .5 (that is, if the probability of the adverse result were lower and there were no costly signal sent), then the sophisticated voter's utility would be as follows: [(.5) (.1) (-2) + (.5) (.9) (1)] + (.5) (2) = 1.35. The resulting utility is still higher than t, which means that the politician would not have to worry about sending the signal.
The upshot is that it may be possible for voters to force the executive into taking actions that might reduce the power-capacity mismatch, but only in limited circumstances. Voters can do so (1) if there is a costly signal the executive can send to show that he is strengthening capacity, (2) if the proportion of sophisticated voters is large enough so that the executive needs them to achieve a victory, (3) if the sophisticated voters think that the probability of a mismatch without the signal is quite high, and (4) if those sophisticated voters think the existence of a mismatch is sufficiently dire. That adds up to a lot of ifs.
